Confidentiality and Privacy Policy

The intent of St. Luke’s UMC Confidentiality and Privacy Policy is to provide assurances regarding the privacy of St. Luke’s members’ and constituents’ membership, response and pledge data.  The policy also provides guidance on what data should be available to designated persons or groups within the church.  

Designated categories of confidentiality expand from our most closely held information to that which may be accessed by the broader congregation.  In each category we have identified the following: data type and definition, where the data is stored, who may gather and assess the data, how the data is used and who has access to the data.     

The following guidelines are applicable to all categories:

1.  When membership data is being used in conjunction with financial data, such data will be reviewed by authorized staff to insure that no information is released that would identify any individual member or constituent.  

2.  Membership data and membership related financial data gathered and maintained by the church will only be used for church purposes in accordance with our vision and mission.  All membership information is confidential.  St. Luke’s UMC will not disclose any personal information to outside organizations or businesses. In no cases will data be used for commercial purposes (such as advertising or direct mail).  

3.   Approval of this policy, amendments and exceptions are the sole responsibility of the Executive Board.     

Categories:

I.  Unique Identifying Data:  

Unique identifying data is defined as membership data used in conjunction with pledge data and includes such information as: amount of pledge, status of pledge, assignment of envelope number (a family’s unique identifier within the church database).  Unique identifying data is stored in a secure database.   Such data is collected and assessed by the Financial Secretary, the Finance Chairperson and the Database Administrator.  Unique identifying data is used primarily for tax and bookkeeping purposes and is not accessible to any other persons. We also include the combination to the church safe in this category of data.  
II.  Response Data:

Response data is membership data used in conjunction with response or non-response information, in most cases response or non-response to Stewardship inquiries.  By Response data, we mean whether a person has responded to a particular inquiry or  request. Response information is collected by use of a database field that gives no indication of pledge or the dollar amount of a pledge. The Director of Ministry Development, the Stewardship team, authorized staff and individuals having access to Unique Identifying data as previously defined, may review Response data.  Response data is used primarily by Stewardship for capital and operating budget campaigns.  The information is closed after the end of such campaigns.  This data is not accessible to any other persons.
III. Anonymous Pledge Data    

     Anonymous pledge data is membership data used in conjunction with information about pledges that is not personally identifiable. For example, the dollar amount of a particular pledge with no information about the individual or family making the pledge.  This data remains in a database collected and reviewed by Pastoral and other authorized staff, the Stewardship team and the Finance team.  Anonymous Pledge data is used primarily for statistical analysis regarding the financial status of the church, and in the conduct of stewardship programs.  This data is not accessible to any other persons.
IV.  General Data

General data is membership data used alone or in conjunction with church-wide financial information such as a budget or financial statement. This data remains in a database collected and reviewed by authorized staff.  Such information is used primarily to communicate the financial status of the Church or as contact information for church programs and functions.  General data is accessible to members and constituents of St. Luke’s by formal request made to authorized staff.  Requests for data classified as common directory information may be given by staff and are not covered under this policy.  General data is also available through such sources as church directories, Charge Conference Reports, and the Church web site.   Members and constituents are given the opportunity to withhold their information from publication in the church directory.    

V.  Internet Related Data


St. Luke's includes on our web site personal email addresses only if: 1) the owner of the email address requests that it be made available on the web site, or 2) the email address is already included in some other St. Luke's publication which is also being posted on the web site.  St. Luke's includes on our web site personal telephone numbers only with the permission of the number's owner.

 

VI.  Procedures Regarding Information
1. Requests for information will be in writing and delivered to authorized staff.  
2. An appropriate staff member with custody and control of the requested records will review the request for information under the provisions of this policy. 
3. If the reviewing staff member concludes that the request for information can be granted under this policy, the request will be processed.  
4. If the reviewing staff member concludes that the request for information cannot be granted under this policy, he or she will advise the requestor that the information cannot be disclosed under the church Confidentiality and Privacy Policy, unless the requestor secures approval of an exception to the policy from the Executive Board.
5. The Executive Administrator will make any necessary decisions with respect to balancing the priority of handling granted requests for information in the context of the involved staff member(s) other workload and responsibilities.  

VII. Other Definitions

1.  Membership data: information about church members and constituents     such as name, address, telephone numbers and email addresses. 
2. Authorized staff: St. Luke’s UMC pastors and staff granted authority to view each data type described in this policy. Authority is given by the Executive Council through the Executive Administrator. 

Summary of Authorized Access Levels:

1) For Category I: Unique Identifying Data- 

a. Financial Secretary

b. Chairman of Finance Team

c. Database Administrator

2) For Category II: Response Data-

a. Category I plus,

b. Director of Ministry Development

c. Stewardship Team members

3) Category III: Anonymous Pledge Data-

a. Category I & II

b. Pastors

4) Category IV: General Data-

a. Category I, II & III

b. Staff

c. Members

d. Constituents

I have read and I understand St. Luke’s UMC’s Confidentiality and Privacy Policy. I understand that I am to abide by this policy and that violations may result in disciplinary action, including termination of employment. 

Signed: ____________________________________________________________

Title: ______________________________________________________________

Date: ____________________________
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